Yellenge Data Processing Agreement
Version: 1.1
Date: 09 September 2025

[Name of Organisation], having its registered office in [town/city] and registered with the Chamber of Commerce under company number [Chamber of Commerce number], duly represented in the present matter by [name of representative] (“Controller”);

and

Owello B.V., having its registered office in Nijmegen and registered with the Chamber of Commerce under company number 74396242, duly represented in the present matter by W.J.J. Callaars and R.G. van den Crommenacker (“Processor”);

hereinafter to be referred to individually as “Party” and jointly as “Parties”;

WHEREAS:

· the Processor offers a software solution for organising, managing and evaluating events, which is offered under the name Yellenge (the “Services”);
· The Controller wishes to use the Services for the organisation of one or more events and the Processor is willing to deliver the Services;
· The Processor and the Controller have in that connection entered into an agreement on [date] under which the Processor will deliver the Services (the “Agreement”); 
· The Processor processes personal data in delivering the Services for the Controller, for which the Controller determines the purpose and the means;
· The Processor is willing to comply with all obligations resting on it with regard to the protection of personal data and other aspects of the General Data Processing Regulation (“GDPR”), insofar as this is within its control; 
· The Parties, in view of Article 28(3) of the GDPR, wish to record in writing their rights and obligations with regard to the processing of personal data by means of this processing agreement (hereinafter referred to as: the “Data Processing Agreement”);
· until 25 May 2018, where reference is made in this Data Processing Agreement to terms or provisions of the GDPR, this refers to the corresponding term or the corresponding provision in the Dutch Personal Data Protection Act (Wet bescherming persoonsgegevens) (“Wbp”);

AND HAVE AGREED THE FOLLOWING:
Artikel 1. Purpose of the processing
1.1. The Processor will only process personal data under the terms and conditions in this Data Processing Agreement and on the instructions of the Controller. 
1.2. The processing will take place only in connection with this Data Processing Agreement and the intentions laid down in the Agreement. The categories of data subjects and personal data concerned are specified in Appendix 1 to this Data Processing Agreement. The Controller will notify the Processor when personal data are required to be processed for purposes that are not referred to in Appendix 1.
1.3. The Processor will only process the personal data for the purpose that has been determined by the Controller. The Processor will not take decisions itself about the processing of the personal data for other purposes. Nor will the Processor take decisions about the provision of personal data to third parties. 
1.4. The Parties agree that the personal data will be stored by the Processor for no longer than the duration specified in Appendix 1 to the Data Processing Agreement. 
1.5. The personal data that the Processor processes on the instructions of the Controller will continue to be owned by the Controller and/or the data subjects.
1.6. The Processor can process the data obtained on the instructions of the Controller in aggregated and anonymised form for analytical purposes and for improving the Services. These aggregated and anonymised data are also permitted to be processed by the Processor after the termination of the Data Processing Agreement. 
1.7. The Controller will ensure that from the moment when the GDPR becomes effective on 25 May 2018, it will maintain a record of the processing provided for in this Data Processing Agreement. The Controller indemnifies the Processor against all claims related to the incorrect compliance with this requirement to keep a record.
Artikel 2. Obligations of the Processor
2.1. With regard to the processing referred to in Article 1, the Processor will ensure that the terms and conditions imposed by the Dutch Personal Data Protection Act (Wpb) or the GDPR on its role as Processor are complied with.
2.2. On the Controller's request, the Processor will inform the Controller within a reasonable period of the measures taken in view of its obligations under this Data Processing Agreement and the GDPR.
2.3. The Processor will only process personal data on the written instructions of the Controller, unless there is a law mandating further processing.
2.4. The Processor will inform the Controller if it feels that an instruction provided by the Controller violates relevant privacy laws and regulations. 
2.5. The Processor will, insofar as that is possible and reasonable, help the Controller to comply with its legal obligations with regard to a data protection impact assessment, or prior consultation with the supervisory authority. The Processor may charge the Controller reasonable costs for doing so.
2.6. The obligations arising for the Processor from this Data Processing Agreement will also apply to those who process personal data under the authority of the Processor, including in any case but not limited to employees and freelancers. 
Artikel 3. Transfer of personal data
3.1. The Processor will process the personal data in countries within the European Union. 
3.2. The Controller also grants the Processor permission to process personal data in countries outside the European Union, provided the Processor duly observes the applicable laws and regulations for this. 
3.3. The Processor will inform the Controller, on the latter’s request, in which country or in which countries the personal data are processed.
Artikel 4. Division of responsibility
4.1. The Processor will carry out the permitted processing within an automated or semi-automated environment.
4.2. The Processor is solely responsible for the processing of the personal data under this Data Processing Agreement, in accordance with the instructions it receives from the Controller and under the express (ultimate) responsibility of the Controller. 
4.3. The Processor is not responsible for any other processing of personal data, including in any event, but not confined to, the collection of personal data by the Controller, processing for purposes that the Controller has not reported to the Processor and processing by third parties and/or for other purposes. The responsibility for any such processing lies with the Controller. 
4.4. The Controller warrants that the content and use of the personal data and the instruction to process the personal data are not unlawful and do not infringe any third-party rights. 
Artikel 5. Engaging sub-processors
5.1. The Controller hereby grants the Processor permission to engage sub-contractors (sub-processors) for the data processing. On the Controller's request, the Processor will inform the Controller of the sub-processors engaged within a reasonable period.
5.2. If the Processor intends to engage new sub-processors, it will inform the  Controller thereof at least 30 days in advance by email. If there are well-founded reasons, the Controller is entitled to submit a reasoned objection to the engagement of the sub-processor concerned within 14 days. If the Controller does not submit a reasoned objection within that period, the Controller is deemed to consent to the engagement of the new sub-processor.
5.3. If the Controller submits an objection to the engagement of a sub-processor, the Processor may be unable to deliver, or to continue to deliver, the Services in full. In such a case, the Parties will engage in consultation in order to reach an appropriate solution. If the Parties are unable to find a solution, the Processor is entitled to engage the sub-processor (despite the objection) and the Controller shall be entitled to terminate the Agreement with effect from the date on which the new sub-processor is engaged. 
5.4. The Processor will ensure that sub-processors are subject to at least the same written obligations as those agreed between the Controller and the Processor. The Processor will ensure that sub-processors correctly comply with their obligations and, in the event of errors committed by such third parties, is liable itself towards the Controller for any damage or loss suffered as if it had committed the errors itself. 
Artikel 6. Duty to report data leaks
6.1. In the event of a personal data breach, the Processor will endeavour to the best of its ability to inform the Controller thereof as quickly as possible, in any case within 36 hours after its discovery.
6.2. Personal data breaches are defined as follows: infringements of data security that accidentally or unlawfully lead to the destruction, loss, alteration or unauthorised disclosure of, or unauthorised access to, forwarded, stored or otherwise processed personal data.
6.3. It is up to the Controller to decide whether or not it will notify the supervisory authority and/or the data subjects. The Processor will cooperate to make the information provided as complete, correct and accurate as possible. 
6.4. The Controller will (possibly) inform the supervisory authority. Where necessary in order to comply with legal and/or regulatory requirements, the Processor will cooperate in informing the relevant authorities and data subjects. 
6.5. The Processor will notify the Controller that a breach has occurred, and also of:
a. the actual or supposed cause of the breach;
b. the consequences that are known or are to be expected;
c. the solution or proposed solution;
d. the contact details for the follow-up of the report;
e. who has been informed (such as the data subjects themselves or the relevant supervisory authority).
Artikel 7. Security
7.1. The Processor will aim to take appropriate technical and organisational measures to protect the personal data against loss or any form of unlawful processing (such as unauthorised inspection, interference, alteration or provision of personal data). 
7.2. The Processor will endeavour to ensure that the security meets a level that, having regard to the state of the art, the sensitivity of the data and the costs associated with the security measures taken, is reasonable. The security measures that the Processor has taken are stated in Appendix 2 to this Data Processing Agreement. 
7.3. The Controller will only give personal data to the Processor if the Controller is convinced that the Processor has taken the required security measures. The Controller is responsible for ensuring compliance with the measures agreed by the Parties. 
Artikel 8. Audit
8.1. The Controller may have audits conducted by an expert independent third party who is bound by a duty of confidentiality in order to verify compliance with all the points under this Data Processing Agreement, and everything that may reasonably be associated with it.
8.2. Prior to the audit, the Controller is required to request from the Processor and to assess any audit reports already available. The Controller is only entitled to perform the audit if the Controller has reasonable arguments that justify a new audit. A reasonable argument is, for instance, that the available similar audit reports provide no or insufficient clarification concerning compliance with this Data Processing Agreement or if there is a specific suspicion of abuse.  
8.3. The audit will be performed at most once a year and the Parties shall consult with each other to determine a date on which the audit will take place. 
8.4. The Processor will cooperate in the audit and will make available any information and employees that may reasonably be relevant to the audit, including supporting information such as system logs, as soon as possible. 
8.5. The costs of the audit (including costs incurred by the Processor for making available information, data and employees) shall be borne by the Controller.
Artikel 9. Privacy and confidentiality
9.1. All personal data that the Processor receives from the Controller and/or collects itself within the framework of this Data Processing Agreement are subject to a duty of confidentiality towards third parties. The Processor will not use this information for any purpose other than that for which it was provided to the Processor and this duty of confidentiality also applies to its employees and any others that it engages. 
9.2. This duty of confidentiality does not apply if the Controller expressly grants permission to give the information to third parties, if giving the information to third parties is necessary in connection with the nature of the instruction given and the performance of this Data Processing Agreement, or if there is a statutory obligation to give the information to a third party.
Artikel 10. Handling requests from data subjects
10.1. If a data subject wishes to exercise one of its statutory rights and submits a request to that effect to the Processor, the Processor will forward this request to the Controller. The Controller will then ensure that the request is handled. The Processor is allowed to inform the data subject that it has forwarded the request to the Controller.  
10.2. If the data subject sends a request to exercise one of its statutory rights to the Controller, the Processor will make every effort to cooperate in order to handle the request as well as possible. The Processor may charge costs for doing so.
Artikel 11. Duration, termination and other provisions
11.1. This Data Processing Agreement enters into force on the date of signing and applies for the full term of the Agreement. In the absence of an Agreement, the Data Processing Agreement applies for the duration of the collaboration between the Parties. 
11.2. After termination of the Data Processing Agreement, the Processor will delete the personal data received and existing copies (taking account of any exit arrangements), unless the Parties agree otherwise. 
11.3. The Parties may only amend this Data Processing Agreement with the written consent of both Parties.

AGREED AND SIGNED:


Controller	 	 		                            Processor


_____/_____/___________            		_____/_____/___________	
Date:					Date:	

______________________           		______________________
Name	         				Name	


______________________           		______________________
Signature					Signature	 	
APPENDIX 1: SPECIFICATION OF PERSONAL DATA, DATA SUBJECTS AND RETENTION PERIODS

Within the framework of the Agreement, the Processor will process the following (special) personal data on the instructions of the Controller.

Name
Email address
Telephone number
Position
Organisation
[TYPES OF PERSONAL DATA]

The following categories of data subjects apply:

personnel
speakers at the event
participants in the event
[CATEGORIES OF DATA SUBJECTS]

The personal data will be stored by the Processor for a maximum duration of:

[DURATION OF THE STORAGE]

The Controller guarantees that the descriptions of the types of personal data and categories of data subjects provided in this appendix are complete and correct, and indemnifies the Processor from any shortcomings and claims that may result from an incorrect representation by the Controller.
APPENDIX 2: SECURITY MEASURES

The Processor has taken the following security measures:

· logging;
· systematic checking for security updates;
· systems security by means of a firewall;
· logical access control by means of passwords (with password policy);
· (continued) development by means of the Django Development Framework;
· encryption (encoding) of digital files containing personal data;
· protection of network connections via Transport Layer Security (TLS) technology; 
· security measures in connection with the OWASP top 10.





APPENDIX 3: THIRD PARTIES AND SUBCONTRACTORS OF THE PROCESSOR

Processor works with the following subcontractors:

Uniserver
Purpose: Dutch cloud hosting provider.
Located in: Amsterdam, The Netherlands. ISO 27001 certified.
Data Location: In the Netherlands

LeaseWeb
Purpose: Hosting for encrypted backups.
Located in: Amsterdam, The Netherlands. ISO 27001 certified.
Data Location: In the Netherlands

SMTPeter
Purpose: a service for sending and tracking reliable transactional emails..
Located in: Amsterdam, The Netherlands
Data Location: In the Netherlands

Dropbox (paid version):
Purpose: Files such as documents and images relating to privacy that are provided by the Data Controller are temporarily stored here.
Located in: San Francisco, CA 94107, United States.
Data Location: In Europe

If the Controller explicitly states that this service may not be used for files related to privacy, Yellenge will take this into account and has an alternative document storage method.


Page 5 of 7

